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CREATING RESILIENT SUPPLY CHAINS THROUGH A CULTURE OF 

MEASURING 

 

ABSTRACT 

The COVID-19 pandemic and the ensuing disruptions to global supply chains have brought risk 

management to the fore. While guidance on risk management is proliferating, an area that is 

largely untapped is risk measurement. The pandemic has made us realize the criticality of risk 

measurement and the need to develop a culture of continuous measuring. Based on our 

interviews with purchasing and supply management (PSM) professionals about how they 

measure and manage risk, we offer a framework integrating how to rethink risk measurement, 

how to continuously measure risk, how to translate measurement into action, and how to 

establish a culture of continuous measuring. It captures a shift in mindset that is needed to truly 

take risk measurement to the next level. Once this is accomplished, it can help PSM 

professionals build more resilient supply chains in a post-pandemic world, and serve as a 

foundation for PSM scholars to provide further guidance enabling practitioners to “walk the talk” 

when it comes to risk management. 

 

KEYWORDS: risk management, risk measurement, global supply chains, resilient supply 

chains  

 

PAPER TYPE: Notes and Debates 
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1. The Need for Risk Measurement  

Triggered by the COVID-19 pandemic, risk management has come front and center for 

companies as they adapt their purchasing and supply management (PSM) strategies. The 

dramatic impact of the pandemic’s repercussions on supply chains caught many companies off-

guard, providing an impetus for better preparation and recovery in the future. This has led many 

governments across the world to take initiative and implement mandates and guidance on how to 

make supply chains more robust. Examples include The White House’s executive order on 

America’s supply chains (Biden, 2021) to make them more resilient (The White House, 2021) 

and Germany’s law for companies to provide better supply chain oversight (Reuters, 2021). The 

question that arises for companies is then “How can supply chains be made truly more robust and 

resilient in a post-pandemic world?” And specifically, “How can we sense more quickly when a 

disruption emerges, and how can we respond more promptly to the disruption?”  

While research on risk management is proliferating (Pournader et al., 2020; Uenk and 

Taponen, 2020), especially also within the PSM realm (e.g., Glas et al., 2021; Lenderink et al., 

2022; Meyer et al., 2022) many firms are struggling to think about risks strategically (Kırılmaz 

and Erol, 2017; Loader, 2015). One area still largely untapped is risk measurement (Glas et al., 

2021; Hoffmann et al., 2013), which can be challenging due to the intangibility and uncertainty 

of many risks, particularly for previously unobserved black swan events (Taleb, 2007). The best 

way to tackle such unknown risks is by measuring on many fronts constantly, with an attitude of 

measurement engrained in everyone. This is what we refer to as a culture of measuring. 

Specifically, while supply risk management is undoubtedly on every PSM executive’s mind, 

knowledge on how to best measure risks in their broad context is still developing (cf. Hoffmann 

et al., 2013). Too often risk measurement is a self-serving activity that is merely done for the 
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sake of doing it. This behavior mutes the benefits of risk measurement and its underlying 

objectives. We attribute these missed opportunities to risk measurement being treated as a stand-

alone activity in many firms. With this Notes and Debates article, we intend to offer suggestions 

on how this can be rectified.  

Continuous measuring on all fronts, engrained in a culture of measuring, enables firms to 

identify and prioritize situations that need immediate attention. It offers objective grounds upon 

which to make decisions, and enables PSM professionals to be always vigilant and put risks into 

a context that everyone can identify with. This can help in risks not being forgotten, which can 

happen especially for those that had not manifested for a long time. Within the context of 

pandemics, this behavior is illustrated by Dr. Jim Yong, a former president of the World Bank, 

who commented on the Ebola virus outbreak in the Congo that “For too long, we have allowed a 

cycle of panic and neglect when it comes to pandemics: we ramp up efforts when there’s a 

serious threat, then quickly forget about them when the threat subsides” (WHO, 2018). Many 

companies likely wished that they should have done more before the COVID-19 pandemic, but it 

is easy to fall back to old behaviors if risks do not manifest (Choi et al., 2020). One notable 

exception in this regard is H-E-B, a retailer in Texas, whose pandemic response action plan dates 

back all the way to 2005, as triggered by the H1N1 flu (Solomon and Forbes, 2020). 

Given these challenges, this paper calls attention to the development and nurturing of a 

risk measurement culture, which can serve as a foundation to create more robust and resilient 

supply chains in a post-pandemic world. We believe that having established this culture can 

enable companies to respond to disruptions more quickly and directly. Our paper is also a 

response to the call for a deeper understanding of risks (Knight et al., 2020), which can be 
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accomplished by a culture of measuring, which in turn would enable PSM professionals to “walk 

the talk”.  

Our insights are based on interviews with PSM leaders proficient in supply risk 

measurement and management. The study was conducted as part of a research project sponsored 

by a practitioner-oriented research institute (real name not provided to ensure blind review; if the 

paper progresses to publication, the name will be mentioned, and the two practitioner reports, 

which are currently only available to paying members of the institute, will be cited (the citations 

are provided in the Editorial Manager under ‘Additional Information’)). It was then 

complemented by the experiences of the founder and CEO of a major risk management software 

company, who has worked with over 150 supply management executives across 100 companies 

from various industries. This comprehensive approach enabled us to formulate a broad and 

practice-informed perspective on risk measurement and management.  

Our central arguments are structured around four insights. First, we issue a call to action 

for PSM professionals to rethink risk measurement. We highlight what risks should be measured 

at multiple levels (suppliers, sites, parts, products, etc.) across supply chains and their risk 

sources (financial, quality, cybersecurity, compliance, etc.). Critical here is to be vigilant at all 

levels. We outline how measuring can help identify, prioritize, and allocate relevant risks and the 

level of measurement for each level. In this vein, we also emphasize the need to capture a wide 

spectrum of supply chain elements. We further make the case for a new approach to incorporate 

risk exposure in the measurement, which involves evaluating what would happen to a firm’s 

supply chain performance in terms of the potential revenue loss should a risk manifest. 

Quantifying this exposure is crucial to prioritizing risks and justifying the costs of risk 

management. 
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Second, we make the case for continuous risk measurement, recognizing that this is both 

an art and a science, and that there is no right or wrong way. We illustrate how companies have 

approached this challenge, with the ultimate objective to ensure supply continuity. We showcase 

how advances in information technology can be leveraged, and suggest an automated system for 

analytics based on measurement that can be scaled up to support the entire supply chain 

ecosystem. 

Third, we provide guidance on how to translate measurement into action by prioritizing 

efforts. We share approaches that have worked well for some of the leading companies. We also 

discuss how companies have successfully scaled these approaches across supply chains spanning 

thousands of suppliers and sites, and developed a risk mitigation methodology based on 

measurement across globally dispersed teams.  

Finally, we arrive at creating a culture of continuous measuring. Effective risk 

measurement and management demand the presence of a measuring culture, which involves a 

deep understanding of a company’s risk exposure and confidence in the way risks are managed. 

Communication and learning are essential elements to create and nurture this culture, as is a shift 

in mindset that serves as a foundation to take risk measurement and management to the next 

level. We report which approaches have been successful for companies to foster this risk 

measurement culture.  

Overall, our message is that a culture of measuring is not about eliminating all risks, but 

finding an optimal balance across cost efficiency, risk exposure, and resilience. We also stress 

that a single snapshot of risk is not sufficient, but the continuous tracking of risks is required in 

coming up with action items. Similarly, benchmarking of risks against other companies is 

essential to understand the gaps. As such, we lay out how to develop a well-rounded risk 
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measurement methodology and illustrate how it is used in practice. We present approaches for 

segmenting and classifying suppliers, sites, or parts by their risk exposure and risk score, and 

discuss the best ways in which the risk measure can be used to drive appropriate actions. Our 

overall framework for creating robust and resilient supply chains in a post-pandemic world is 

captured in Figure 1, which will be further described in the remainder of the paper.  

[Insert Figure 1 here] 

2. Literature Review 

2.1 Risks in Purchasing and Supply Management  

Risk captures the likelihood of loss, and within the context of purchasing and supply 

management, refers to the “loss or interruption of access to raw materials, manufactured goods, 

capacity, or other key materials, products, or services required by the buying organization to 

execute its business plans” (Cavinato et al., 2015). Risk measurement and management within a 

supply management context thus requires the “identification, analysis, and mitigation for what 

could go wrong within a given process or entity. Options for risk management include 

acceptance, mitigation, transfer, and control among others” (Cavinato et al., 2015). 

Risk impacts on the supply chain are multifarious, with some of the most prominent 

examples being the earthquake and subsequent tsunami in Japan on March 11, 2011, or the 

floods in Thailand that same year. In addition to the incomprehensible human tragedies, the 

impact on supply chains worldwide were significant. For example, IHS Global Insight estimated 

a loss of about 4 million units of vehicle production due to the tsunami, with the primary damage 

being experienced at tier-one suppliers of the major carmakers (Congressional Research Service, 

2011), and the floods in Thailand were estimated to have affected close to 10,000 plants and 

more than 650,000 jobs (Reuters, 2011). Most recently, the COVID-19 pandemic has brought to 
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the fore the need to measure and manage the supply chain’s inherent risks (van Hoek, 2021), 

consistent with President Biden’s executive order in this regard (Biden, 2021). Other recent risk 

impacts on the supply chain include the cybersecurity attacks through the SolarWinds hack 

(Uberti and Nash, 2021), or the blocking of the Suez Canal by one of the largest container ships 

in March 2021 (Farrer and Safi, 2021). 

While these are vivid examples that make the news, risks can come in a variety of shapes 

and forms, and can include a worker picking the wrong item for an order or specifying the wrong 

ship-to address. While these risks are not likely to impact supply chain performance 

significantly, they still lead to unwanted consequences such as missed deliveries. It is thus 

important to be vigilant of these functional risks, too, since they can easily spiral into something 

unmanageable. The literature is rich in categorizing risks based on different criteria, such as the 

source of risk (e.g., Christopher and Peck, 2004; Rao and Goldsby, 2009; Zsidisin et al. 2004), 

the organizational level at which the risk manifests (e.g., Ghadge et al., 2012; Ho et al., 2015), or 

the types of problems they cause (e.g., Rangel et al. 2015). Table 1 presents some of the most 

prominent categorizations in the extant literature, reflecting the complexity of supply chain risks. 

This multitude of risks indicates that different approaches are required to tackle each risk type, 

and that their measurement is at the core of effectively addressing them. 

[Insert Table 1 about here] 

2.2 The Increasing Importance of Supply Chain Risk Measurement and Management 

Supply chain risk management and associated measurement are more important now than ever 

before. While risk management in business dealings has always been of concern, the importance 

of such management has reached an entirely new dimension with the advent of modern supply 

chain management (Blome and Schoenherr, 2011; Heckmann et al., 2015). Contributing factors 
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involve globalization, outsourcing, stricter regulations, increased economic volatility and 

uncertainty, shorter product lifecycles, increasing customer demands, greater public scrutiny of 

corporate behavior, and the impact of natural disasters and geopolitical tensions and conflicts. 

Risk measurement and assessment have, therefore, gained heightened criticality. According to 

Deloitte’s most recent chief procurement officer survey, procurement risk is the second-most 

important concern, and the importance attributed to it has never been higher (Umbenhauer and 

Younger, 2017).  

Despite these elevated risks, some industries and organizations are making choices that 

exacerbate their risks. A report released in June 2018, for instance, notes that within the 

European retail sector, 10 percent more buyer relationships in the first quarter, when compared to 

the previous quarter, were with suppliers located in high-risk countries. In addition, reliance on 

key suppliers yielded a dependency of more than 75 percent (Russel, 2018). Another survey 

found that more than half of the suppliers were deemed as unable to supply the buyer within a 

reasonable amount of time in case of a disaster in one location (Dittman, 2014). This can put 

companies in significant jeopardy: an early study on the impact of supply disruptions on a 

company’s performance reported price drops of 10 percent or more upon the announcement of 

such disruption in the news; operating income even fell by more than 30 percent if the disruption 

was caused by a supplier (Hendricks and Singhal, 2005). The criticality for appropriate risk 

measurement and effective management has been increasing ever since (Umbenhauer and 

Younger, 2017).  

While supply risk management is undoubtedly on the mind of every supply management 

professional, how to best measure such risks in their broad context is still largely lacking — just 

consider the current challenges associated with the sheer multiplicity and interrelatedness of risks 
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at various levels triggered by the COVID-19 pandemic. These challenges are exacerbated by 

companies’ greater dependence on suppliers and the move toward leaner supply chains. In 

addition, the new, digitally-networked economy has presented us with a whole host of additional 

risks (Albinson et al., 2016). Because companies share more data, technology, and infrastructure, 

they also share more risks. As a consequence, disruption has become a constant concern; 

disruptions in terms of technologies, business models, and ecosystems must be anticipated and 

managed. Different approaches are thus needed over and above what has been applied in the 

past—risk management “as usual” is not sufficient anymore. For example, reputation risk has 

taken on an entirely new dimension as, within minutes, the public perception of a company can 

be altered via social media, further heightening the criticality of successful risk measurement and 

monitoring.   

2.3 Approaches to Risk Measurement  

Various supply chain risk management approaches have been discussed in the literature (Table 

2). These approaches have been enhanced by modern tools like supply chain finance, which 

provides some ability to mitigate risks associated with commodity price volatility (Pellegrino et 

al., 2019), or innovative ways to involve supply chain intermediaries. Such intermediaries can 

for instance help with the management of sustainability risks associated with information 

asymmetry and goal incongruence within buyer-supplier dyads (Cole and Aitken, 2020). 

[Insert Table 2 about here] 

Most risk measurement approaches utilize one or several of the parameters summarized 

in Table 3 (Choudhary et al. 2022). One of the most frequently used measures to assess risks is 

their disruptive impact on company operations, which refers to the risk’s severity or intensity. It 

has also been described as the significance of the loss, which can be reduced by robustness and 
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resilience management (Glas et al., 2021). These can include the pursuit of a multi-sourcing 

strategy (Constantino and Pellegrino, 2010) or the keeping of safety stock (Di Mauro et al., 

2020). Since it can be difficult to approximate the monetary impact of a disruption, a risk’s 

impact can also be assessed on a subjective scale ranging for instance from ‘negligible’ to 

‘catastrophic’. 

Risk probability assesses the likelihood with which a risk will occur. Examples within the 

PSM context include the probability of a supplier encountering quality or delivery challenges. 

Similar as with risk impact, since quantifying a risk’s probability can be challenging, it has often 

been assessed on a subjective scale ranging for instance from ‘very improbably’ to ‘very 

probable’ (Hallikas et al., 2004) 

Risk detectability refers to the likelihood with which a risk can be uncovered before it 

manifests or becomes more severe. Examples within the PSM realm include the detection of 

unethical behavior by PSM employees, collusion among suppliers, or impending quality 

problems. Just like with a risk’s impact and probability, detectability is generally assessed on a 

subjective scale, ranging from instance from ‘not detectable at all’ to ‘highly detectable’.  

Risk exposure captures the degree and form of impact a risk can have on a company’s 

performance, for instance in the form of negative publicity or reputational impact. As an 

illustrative example within the PSM context serve risks associated with a supplier’s sustainability 

(Foerstl et al., 2010), and the degree to which this supplier is potentially going to expose the firm 

to risks (Simchi-Levi et al., 2014).   

Risk avoidance refers to a strategy that purposefully does not engage in actions that could 

potentially increase the risk of the company. Within the PSM realm, this could be in the form of 
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multi-sourcing, geographic diversification, or other means that would decrease the potential 

dependency on a supplier (cf. Ma et al., 2021). 

Duration refers to the length of time a risk persists, which can also include the recovery 

time. This time to recovery can be critical, since only then would a supplier be fully functional 

again. For suppliers on which a firm is highly dependent on, contractual safeguards may be put 

in place that would guarantee prioritized deliveries as the supplier is building up its full 

functionality again (Simchi-Levi et al., 2014).  

The cost parameter describes the expense associated with predicting, preventing, and/or 

recovering from risks. The cost for predictive and preventive measures needs to be weighed 

against the potential recovery cost, to determine whether it is worthwhile from a cost-perspective 

to engage in risk mitigation.   

Related to the cost parameter, the expected utility refers to the benefits that may be 

associated with taking more risks, true to the saying “high risks—high rewards”. Judging when 

the expected costs in a sourcing decision exceeds the expected benefits is thus a difficult task that 

PSM professionals need to make (Kaufmann et al., 2012) 

[Insert Table 3 about here] 

The aforementioned risk parameters have been integrated in a range of methodologies, of 

which we review in the following the most prominent ones, as identified in a recent review on 

risk assessment in supply chains (cf. Choudhary et al., 2022). The illustrative set of 

methodologies we review are also summarized in Table 4. Specifically, to account for the 

uncertainty inherent to risk, fuzzy logic has great potential to be applied in the PSM domain. For 

instance, while fuzzy logic has been applied more generally for supplier selection decisions 

within the PSM context (Wu and Barnes, 2011), it has also more specifically been used to 
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determine resilient supply portfolios under supply failure risks (Lee, 2017). This seems prudent, 

due to the associated subjectivity inherent to risk severity and probability ratings (Ma and Wong, 

2018), as also noted above. As such, fuzzy logic accounts for vague or imprecise information by 

“degrees of truths”, rather restricting itself to a binary choice (true vs. false).  

The Analytic Hierarchy Process (AHP) has become one of the most frequently-used 

methodologies to facilitate complex supplier selection decisions (Bruno et al., 2012; Wetzstein et 

al., 2019; Wu and Barnes, 2011). With this approach, the relative importance of risks can for 

instance be developed, together with the prevalence of each risk for each alternative. With the 

PSM context, this can be a supplier or a supply chain (Schoenherr et al., 2008). If risk 

interdependencies need to be considered, a modified approach in the form of the Analytic 

Network Process (ANP) can be used (Ramkumar et al., 2016). 

FMEA (Failure Mode and Effects Analysis), which dates back to the 1940s, is an 

approach with which potential failures in products, services, or processes can be identified with 

the objective to then redesign them so that the failure does not occur (ASQ, 2022). Using this 

structured method, failures can be assessed based on their severity, probability of occurrence, 

and detectability. Within the PSM context, this was for instance done by Giannakis and Louis 

(2011) for estimating the probability for a disruption to become reality. Multiplying the scores 

obtained for these three dimensions can also provide a risk priority number (RPN), which helps 

in indicating the importance with which the potential failures should be addressed. The 

dimensions of severity and occurrence probability can also be plotted on so-called heat maps or 

risk grids, creating a nice graphical illustration and highlight risks that are of most immediate 

need to be addressed.  
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Bayesian statistics assume that parameters are random and can be described with a 

probability distribution based on beliefs. Through experimentation, these parameter values can 

be updated, which is useful within the context of risk management as the likelihood of events is 

not necessarily know with great precision, but can be updated based on experiences made 

(Choudhary et al., 2022).  Within the PSM realm, Bayesian statistics were for instance used to 

assess supply risk parameters (Zheng and Zhang, 2020), or to model supplier vulnerability to 

severe weather risk (Lawrence et al., 2020) 

The vagueness inherent to risk measurement is also accounted for by grey theory, which 

accounts for information that is only partially known (Bruno et al., 2012). Grey theory has been 

applied within the PSM risk measurement realm together with other approaches, such as AHP 

(Bruno et al., 2012) or DEMATEL (decision making trial and evaluation laboratory), with the 

latter being an approach to evaluate interrelationships between decision variables (Chand and 

Tarei, 2021). 

Interpretive structural modeling (ISM) provides a similar mechanism to consider 

interdependencies between risks by leveraging expert knowledge via a structured and iterative 

learning process López and Ruiz-Benítez (2020). Through the approach, complex mental models 

can be translated into well-defined hierarchies. Within the PSM context, ISM was used for 

instance to identify and understand the interdependencies among supply chain risks at different 

supply chain tiers (Pfohl et al., 2011). 

[Insert Table 4 about here] 

2.4 A New Approach to Risk Measurement  

As is evident from the review in the prior sections, PSM has been faced with a continuously 

increasing number of risks (section 2.1), which makes their measurement and management so 
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critical (section 2.2). This is also why there have been an abundance of risk measurement 

approaches, considering a multitude of parameters integrated in a variety of methodologies 

(section 2.3). Based on these valuable foundations, one could now argue that nothing further is 

needed. We however believe that what is still missing in many companies is a culture of 

measuring.  

A culture of measuring refers to a wholistic and integrated approach to risk measurement, 

which is reflected in a mindset where risk measurement is not considered as a self-serving or 

one-time task, but where risk measurement influences supply management professionals’ every 

action. This is not to say that every single decision should be preceded with a comprehensive risk 

measurement exercise. Instead, while risk measurement should always be on the minds of PSM 

professionals, their experience and intuition should determine the degree of rigor and extent with 

which risk measurement needs to be undertaken for specific decisions. This is where the culture 

of measuring comes in, which has as its objective to develop this intuition that enable PSM 

professionals to make effective decisions. Developing a culture of measuring commences with 

rethinking risk measurement, recognizing how to continuously measure risk, and translating the 

measurement into action, which then culminates in a culture of continuous risk measurement. 

We describe in the remainder of this article on how this can be accomplished.  

Why is this culture of measuring needed? Companies have been struggling with 

determining the best measures to gauge risks in their environment, which especially comes to the 

fore when companies are caught off guard by an unexpected disruption (e.g., Blome and 

Schoenherr, 2011). In addition, since most measures are inherently backward-looking, or at least 

rely on past experiences to gauge future events, this measurement can never be perfect. Further, 

despite significant advances in risk management, most companies suffer from at least one supply 
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chain disruption per year (Alcantara and Rigletti, 2015). That likely stems from supply risk 

management often being poorly understood, which, we suggest, may be due to the lack of 

commonly accepted metrics, the lack of applicable measurement models, and the difficulty to 

communicate the measures effectively to senior leadership. We therefore make the case in this 

paper for establishing a culture of measuring. 

Part of developing a culture of measuring also implies that risk measurement and 

management approaches are integrated within the structure of the firm and its supply base (cf. 

Tummala and Schoenherr, 2011), tapping into the notion of a “risk culture” in the supply chain 

ecosystem. Appropriate supply base structures are thus required to effectively address the risks 

identified. This speaks to the importance of integration and associated capabilities in the supply 

base (Schoenherr and Swink, 2012), which is also evident within the context of measuring and 

managing supplier innovation (Yan and Dooley, 2017). 

We emphasize that this perspective does not discount the traditional approaches to risk 

measurement, some of which have been reviewed earlier. Instead, we suggest that they need to 

be viewed in a broader context. Taking this viewpoint, they can serve as a foundation to support 

an integrated culture of measuring. We suggest that this is needed, since what makes supply risk 

measurement in our current world so challenging is that it has become a moving target as new 

risk issues are constantly emerging.  

We suggest that these trends, developments, and advances necessitate a new approach to 

risk measurement that offers a foundation for delineating opportunities. This makes our paper 

both relevant and timely. We, therefore, propose the nurturing of a risk measurement culture, 

and, in order to move towards it, we offer guidance on how to rethink risk measurement, how to 
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continuously measure risk, how to translate measurement into action, and how to eventually then 

establish a culture of continuous measuring.  

While the changing supply management landscape is the source for many of these risks, 

there are also opportunities to identify, measure, prioritize, mitigate, and manage risks today. 

Consider, for instance, the leveraging of increased computing power, global data, and real-time 

predictive data analytics (Schoenherr and Speier-Pero, 2015). Deloitte anticipates the power of 

cognitive technologies to augment human decision-making related to risks, leveraging pervasive 

controls at every stage to monitor and manage risks in real-time (Albinson et al., 2016). We view 

these advances as essential for establishing an effective risk measurement culture. The study also 

positioned the behavioral sciences to provide insights into risk perceptions and decision-making, 

and highlighted the role of risk transfer via, for instance, insurance, contracts, and novel financial 

instruments, which is again based on measurement that can help identify those risks that should 

be transferred. Integrating these technological advances and leveraging them for enhanced risk 

measurement (and knowing when and how to use them), we believe, necessitates a culture of 

measuring.  

Therefore, it is not sufficient for supply management to just gradually evolve with these 

emerging realities. What is needed is for companies to proactively measure and manage risk, to 

be at the forefront of their industries, and to push the boundaries of what is currently being 

done—all of this can be enabled by a culture of meausring. This is also indicated in another 

study by Deloitte (Umbenhauer, 2013), which called on PSM to transform from merely applying 

risk management programs to becoming the “arbiter of risk,” proactively anticipating, 

measuring, and sensing multi-tier risks. We suggest that this transformation hinges on a culture 

of risk measurement. 
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3. Research Approach  

The paper relies on research conducted as part of a larger study commissioned by a research 

institute (real name not provided to ensure blind review), which involved semi-structured 

interviews with 18 PSM executives from 12 companies in 2018. Participating companies were 

Fortune 500-type companies and were selected based on their active risk management and 

measurement approaches. Table 5 provides more detail about the interviewees, and Appendix 1 

includes the interview protocol. Interviews ranged between 30 and 90 minutes and were recorded 

with the permission of the interviewee. In addition to addressing the questions, interviewees 

provided supporting documents, such as risk management presentations and frameworks. 

Interviews were transcribed verbatim and coded promptly after data collection. The coding 

emerging from the earlier interviews allowed us to gauge data saturation as the interviews 

progressed. We consider saturation accomplished, as no new significant insights emerged from 

the last few interviews. Thus, we feel confident that best practices in supply chain risk 

measurement and management have been captured comprehensively. 

Data analysis was supported by a software tool called Atlas.ti. We coded the interviews 

and supporting documents in three stages: (1) open coding, which involved identifying the 

constructs directly used by the interviewees, resulting in 341 distinctive codes; (2) grouping of 

the codes into families representing central topics of the research; and (3) axial coding, which 

was used to identify relationships among the codes (such as characteristics, typologies and 

possible causal relationships). This final stage involved a combination of inductive and deductive 

approaches. 

The insights derived from these interviews were enhanced by the founder and CEO of a 

leading cloud provider of supply chain risk management (who is part of the author team), relying 
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on experiences gathered with 150 supply management executives across more than 100 

companies, private and public, from various sectors. Most of these companies are in the life 

science/pharma (27%), healthcare (19%), high tech (13%), and semiconductor (9%) industries, 

and include industry leaders like Amgen, GM, and EMC.  

[Insert Table 5 about here] 

4. Results 

4.1 Rethinking Risk Measurement: A Call to Action  

4.1.1 Being Vigilant at all Levels 

Risk is defined as the exposure to a chance of loss or damage. Measuring and managing risks in 

the supply management context involves the “identification, analysis, and mitigation for what 

could go wrong within a given process or entity” (Cavinato et al., 2015). Risks come in all 

shapes and sizes; it can be a worker picking the wrong item for an order, a bridge collapse near a 

supplier plant, an E.coli outbreak in a food value chain (Taylor, 2018), or a pandemic. The 

magnitude of their impact may vary from an isolated incident to the breakdown of the entire 

supply chain. Common to all risks is that they lead to undesirable consequences. It is thus vital 

for PSM professionals to be vigilant of all kinds of risks, since even small risks can spiral into 

something much larger. Appropriate risk measurement, assessment, and monitoring against 

identified metrics are instrumental for effective risk management.  

 Based on the insights derived from our interviews, we developed a taxonomy that places 

risks into seven broad categories, ranging from the specific to the generic. Table 6 presents our 

matching of the various risk types to the seven risk categories.  

[Insert Table 6 about here] 
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The taxonomy represents a formidable way for companies to embark on their risk 

measurement journey. Specifically, the risk categories and types, and the corresponding 

definition and examples, can serve as a template for PSM executives to identify and narrow 

down the risks that are most pertinent to their contexts. Importantly, the specific quotes offer 

illustrative guidance on how the various types of risks can be measured, demonstrating that there 

is no one best way to measure a particular risk. It is the specific context, importance, and risk 

appetite of the company, in addition to an individual’s background and expertise in managing a 

commodity, supplier, or region, that can influence to what extent risks are measured. The 

taxonomy is not meant to be exclusive but rather a starting point for companies to develop their 

own frameworks. A category that certainly needs to be added is the risk emanating from 

pandemics and other health-related disruptions. While the companies in our sample did not 

indicate having this category, one company that has been lauded for its planning and response to 

the COVID-19 pandemic is the retailer H-E-B (Solomon and Forbes, 2020).  

4.1.2 Identifying and Allocating Relevant Risks 

We observed two main approaches companies use to organize risks: a generic process to identify 

all potential risks that might affect the company and a more focused supplier/commodity-specific 

effort across the value chain. The generic process involves a series of “risk ID” meetings, in 

which stakeholders (internal and external) and different functional experts (value chain 

functions, finance, information technology, sales, and marketing) brainstorm relevant risks. This 

cross-functional approach ensures a diversity of thoughts and guards against groupthink (Bruce, 

2014). To make the case for a risk, stakeholders may present prior exposure to that risk or “near 

misses,” which would then lead to the articulation of potential metrics to assess the risk a priori 

and a posteriori. Even though quantifiable risk measurement is beneficial, more frequently, risks 
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can only be articulated via individuals’ subjective judgments, based on their knowledge of the 

business context. The cross-functional setting is particularly valuable because different 

perspectives are offered on the same risk, enabling a holistic assessment.  

These risk ID meetings are also used to tag, classify, and allocate risks to individuals or 

business functions, as well as to capture the generated information in a “risk register.” The risk 

register is a database of risks that might affect the company, together with notes from the 

discussions, including potential risk measures and individuals who should be involved in 

addressing these risks. Once approved, the risk register is used to monitor and manage the risks. 

As risks are dynamic, it is essential for PSM professionals to review and update the risk register, 

especially when there are changes in the company’s value chain strategy. 

A more focused supplier/commodity-specific effort for risk identification can be part of 

the regular procurement process. As such, risk considerations and risk measurement should be an 

integral part of supplier evaluation and selection. Risks should include both supplier-specific 

risks (e.g., capabilities and financial strength) and their specific context (e.g., geographic location 

and political stability). Once a supplier has been successfully on-boarded, its performance and 

behavior need to be continuously monitored, including any identified and emerging risk areas.  

4.1.3 Capturing a Granular Spectrum of Value Chain Elements  

Measuring risks associated with suppliers’ overall capabilities, financial health, and geographic 

location are important. Nonetheless, this is not sufficient—a more granular approach is needed. 

Specifically, part-level risks should be assessed, which captures whether the part is single- or 

multi-sourced. The various risks should also be “inherited down” to more granular levels. For 

example, a part purchased from a supplier should be inherited down from a financial health score 
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and other relevant scores from the supplier’s overall scorecard, offering an integrated 

perspective.  

 Similarly, risks measured at granular levels should roll up to a higher level. For example, 

all single-sourced parts purchased from a supplier should roll up to measure that supplier’s 

overall sourcing risk (i.e., a supplier providing a large number of single-sourced parts should 

have a higher risk score). Likewise, a supplier with strong financial health and sites in low-risk 

locations might still experience frequent quality problems or have late delivery performance. In 

this case, the sites’ location risk scores should be rolled up to compute an overall supplier 

location risk score, and delivery and quality performance should be rolled up to an overall 

supplier risk score. This can be effectively accomplished via automated systems that are 

continuously updated based on specified events.  

4.1.4 Making the Case for Risk Exposure  

We further advocate a new approach that incorporates risk exposure to the risk measurement 

methodology. Measuring exposure involves evaluating what would happen to value chain 

performance in terms of a revenue loss given the disruption to a supplier, site, or part/raw 

material. Consider a product being comprised of various materials and parts (i.e., a bill of 

material)—losing just one of these inputs could impact the company’s ability to complete the 

product. This causes a loss of revenue until the part delivery can resume.   

We suggest two methodologies to compute revenue impact as a proxy for risk exposure: 

(1) considering the annual revenue of the product or (2) pursuing a more detailed approach 

concerning the expected time to recovery, adjusted for inventory or substitutability of part or site. 

The latter is more accurate since materials may be substitutable and recovery time may be short. 

This approach, however, requires a subjective estimation of recovery time, potentially introduces 

Jo
urn

al 
Pre-

pro
of



22 
 

user bias, and is computationally intensive since it needs to capture dynamic variables such as 

inventory depletion rates and supplier-supplier relationships. In the interest of cost efficiency and 

scalability, most companies quantify risk by estimating quarterly, six month, or annual revenue 

impacts. Revenue impact is one of the most important tools to help leadership focus, set 

priorities, and develop a roadmap for risk mitigation and action. 

4.2 Continuous Risk Measurement  

4.2.1 The Art and Science of Measuring Risk 

Measurement is central to evidence-based management and, therefore, for effective risk 

management. We, however, recognize the difficulties in obtaining accurate and reliable measures 

for all risks, especially in light of the current pandemic’s ramifications. Common challenges 

include data availability and quality (Nagle et al., 2020), credibility of sources, possible risk 

interactions, and measurement costs. Some risks, such as supplier quality and delivery, are 

relatively easy to measure using objective data. Others, such as brand, environmental and social 

sustainability risks (Foerstl et al., 2010), not to mention risks emanating from black swan events, 

are more complicated to measure, and objective data would be difficult to obtain. 

For some risks, the term measurement might also be inappropriate, especially for risks 

that are assessed on a more implied basis, such as risks associated with political instability and 

corruption (see for instance the corruption perception index by Transparency International 

(2021)). While metrics are available and values can be assigned, they serve at best as proxies for 

underlying risks. As one interviewee noted, the term risk assessment may be more suitable for 

denoting the subjective nature of the task. The degree of measurability appears to be an 

important factor in deciding how risks are interpreted and how they underpin decision-making, 

especially going forward in our post-pandemic world. 
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We observed a range of risk measurement practices. While some interviewees follow a 

very structured approach, having tailored risk management templates for specific suppliers, 

others do not. In addition, while some companies combine objective and subjective approaches, 

others prefer to focus only on objective data. The exclusive reliance on objective metrics is 

appealing; it may, however, expose companies to overlook important risks. For instance, 

corporate social responsibility (CSR) risks, such as the use of child labor or modern slave labor 

by suppliers, are difficult to quantify reliably (cf. Arogyaswamy, 2017). Some subjective 

components should thus always be part of the evaluation. An additional layer of complexity for 

value chain risk measurement is a company’s ability to measure risks beyond tier 1 suppliers 

(Choi et al., 2020). While PSM professionals in our study see value in gaining multi-tier 

visibility of value chain risks, they also acknowledge that this is difficult to do. 

Risk monitoring is central to risk management. However, monitoring risks can also 

consume valuable management resources. For this reason, the frequency of monitoring should be 

carefully considered and can be tied to the risk’s type and importance. Some risks, like natural 

disasters, may require monitoring during a particular period. When they occur, real-time data is 

needed for a quick response. Other risks, such as supplier quality, require regular monitoring. 

Finally, risks such as country risk might require infrequent or exception-based monitoring. 

Third-party providers may be useful in these instances, due to their ability to issue alerts only 

when a particular incident has occurred or when a specific metric reaches a threshold. As such, 

risk measurement needs to be viewed as both an art and a science, necessitating a shift in mindset 

that views risk measurement and management not as a mere process or a set of tools, but as a 

way of approaching supplier relationships and doing business.  

Jo
urn

al 
Pre-

pro
of



24 
 

4.2.2 Measuring to Ensure Supply Continuity  

While companies measure risks in different ways, based on their management approach and risk 

management maturity, the benefit of measuring is void if appropriate actions are not taken to 

ensure supply continuity based on the insights gained. A common approach involves evaluating 

each risk using two dimensions—the likelihood of occurrence and the severity of impact 

(Tummala and Schoenherr, 2011), which is often complemented with a third dimension—

detectability, as discussed above.  

It is important to note that the rating process for the three dimensions can have a 

subjective element. While historical data can sometimes be used to support judgments, some 

risks simply lack sufficient data. It is, thus, crucial to involve stakeholders with different 

knowledge and expertise to ensure a holistic and well-rounded assessment. When rating a risk, it 

may be useful to include an explanation for why it was rated as such. Currently, many companies 

approach measurement in a static fashion, capturing risks with a single assessment at one point in 

time. The challenge is to make it dynamic, using real-time data to identify moving risks. 

Technology can be a tremendous enabler in this regard (Albinson, 2016).  

Starting with the most commonly mentioned risk types (Table 6), we suggest in Table 7 

an illustrative set of metrics. For more specific risks, such as supplier and market risks, the 

metrics tend to be objective, and companies can rely on their own data sources. However, for 

more generic risks, such as geopolitical, macroeconomic, and natural disasters, the metrics tend 

to be composite indexes, often sourced from third parties, usually at a cost.  

[Insert Table 7 here] 

While selecting risk metrics may be daunting, the biggest mistake is to not to utilize any. 

At the onset of the risk measurement journey, metrics that make the most sense should be 
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chosen, with the realization that they may need to be modified. This emphasizes the criticality of 

reviewing the chosen assessment approaches and the associated metrics, modifying them 

accordingly as more is learned about their effectiveness.  

4.2.3 Leveraging Information Technology 

Risk measurement relies on data. Generally, the more the available data to capture certain risks, 

the better. At a minimum, more data means better triangulation for greater confidence. 

Fortunately, access to global, real-time data, coupled with increasing computing power in recent 

years, has facilitated data collection and analysis (Giannakis and Louis, 2011). However, the 

companies we interviewed also noted that the abundance of data can cause an information 

overload in the absence of analytical capabilities. In other instances, data can be scarce, for 

example, in rare events, such as the future trajectory of the pandemic. Another commonly cited 

problem relates to the veracity of data, particularly social media data that can be manipulated, 

and data provided by third parties who often do not reveal their sources and aggregation 

methods. Supplier-provided data may also include bias if suppliers have ulterior motives. 

Participants in our study acknowledged concerns about internal data, rendering the process for 

data cleaning and verification essential. In this vein, artificial intelligence (AI) and machine 

learning algorithms able to detect patterns and trends and to flag potential risks, seem promising.  

Interestingly, however, few companies in our sample appeared to be taking advantage of 

these technologies, and many were skeptical about their effectiveness. Although most companies 

were not currently using AI and machine learning for risk measurement, we believe that this has 

to do with the evolution of the technology (Wheeler, 2018). AI and machine learning have 

particular promise for unstructured data, which has become so ubiquitous today (Lee and Shin, 

2020) — an International Data Group study suggests that 90 percent of data is unstructured 
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(Deloitte, 2016). Deriving sentiments from this type of data will become invaluable to measure 

and manage risks proactively in our post-pandemic world. 

4.2.4 Automating Analytics 

Ultimately, the goal of risk measurement systems is to drive change, inform decision-making, 

and enable risk-aware and resilient choices, which are more important in our post-pandemic 

world. To that end, workflow automation makes it easy for decision-makers to take action when 

certain thresholds are met. Robust relational databases help companies connect large datasets, 

such as suppliers to parts sourced, parts sourced to supplier intelligence, and the firm’s overall 

global footprint. Computations can be done on key performance and risk measurement indicators 

at supplier, site, part, and/or product levels. Dashboarding systems allow users to analyze data, 

applying risk measures to different levels of granularity (e.g., supplier → site → part level) and 

rolling them up to higher levels (part → supplier → product → product line).  

Centralized systems, on the cloud or on-premises, also make it easy to provide targeted 

information to globally dispersed teams, breaking down silos, creating reliable data streams, and 

minimizing the effort for regularly updating risk metrics. Advanced technologies leveraging 

natural language processing ensure that risk measures can be created in real-time using 

unstructured or semi-structured data. The systems can further tailor insights for specific 

stakeholders, highlighting the most relevant information for their role and position. In addition, 

those companies in our sample that adopted cloud-based systems for measuring supplier risk 

were able to scale the program across their suppliers, which can be thousands of suppliers, 

including their multiple sites and tens of thousands of parts. These systems allow companies to 

measure all suppliers, rather than just the 20% of suppliers typically accounting for 80% of the 
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total spend. Any part or supplier can disrupt the shipment, even a non-strategic supplier that does 

not possess a large spend. Automation enables to capture these.  

4.3 How to Take Action 

4.3.1 Translating Measurement into Action  

It is critical that risk measurement does not become a self-serving activity that is done merely for 

the sake of doing it, but that it is translated into appropriate actions. Too often, risk metrics are 

devised and values are collected, only for them reported and not to be used. PSM professionals 

thus need to “walk the talk” and let measurement inform their decisions. This, however, is easier 

said than done, since there is often no commonly accepted threshold that could provide a clear 

guidance on when to trigger risk response action plans. Reemphasizing the notion from the prior 

section that risk measurement and management is both an art and a science. Establishing a risk 

measurement culture and associated mindset is a first step in enabling this.  

Taking risks is part and parcel to doing business; however, PSM professionals expect 

rewards in return for the risks they take—the greater the risk, the greater the expected reward. 

Risk measurement is, therefore, particularly important from this perspective since significant and 

long-lasting repercussions may ensue depending on how much a PSM professional translates the 

risk into their decisions. Risk assessment is especially challenging for business decisions that 

involve strategy, business models (Brillinger et al., 2020), and other long-term aspects that can 

determine a firm’s future and sustainability. Additional difficulties may arise when facing a 

completely new challenge like the COVID-19 pandemic. In the end, companies need to assess 

whether the benefits of the proposed move outweigh the risks associated with it. 

The risk-reward logic also applies to mitigation strategies, as PSM professionals 

continuously evaluate the trade-off between the potential losses from a risk and the cost of its 
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mitigation. In some instances, it may be too costly for the company to mitigate the risks, and it 

may decide to just suffer the consequences. This approach may especially be applicable for risks 

with a low likelihood of occurrence and a low severity of impact. In addition, both companies 

and individuals have different risk tolerance levels, which essentially shapes the risk response. 

As such, in our interviews, PSM professionals described different responses to risk, 

which ranged from avoiding risks altogether to consciously assuming risks. Proactive approaches 

aimed at avoiding risks entail companies taking actions before the risk manifests to reduce its 

impact. We ascertained five proactive approaches to risk mitigation: (1) building redundancy by 

having multiple and geographically dispersed supply sources and ports of entry; (2) buffering in 

the form of inventory, time, or capacity; (3) reducing product variability through quality 

management approaches; (4) reducing process variability by emphasizing delivery and service 

considerations in supplier selection decisions and service level agreements (SLAs); and (5) using 

analytics to identify patterns in data that might give an early indication of potential risks. 

Interviewees, however, also recognized that certain risks cannot be prevented, rendering 

companies having to assume the risk. In these instances, it is prudent to have contingency plans 

with reactive risk management approaches in place. For example, there is very little a company 

can do to prevent a natural disaster. The best companies can do is to respond quickly based on 

their contingency plans. While they may not be perfect, they provide an invaluable starting point 

in times of crisis, in the form of for instance a sequence of actions to consider, sources of data to 

consult, alternatives to deploy, and emergency contacts to approach. For instance, if a company 

learns that one of its suppliers is about to go bankrupt, it might reach out to the supplier to offer 

support and to protect any assets and intellectual property, in addition to locating alternative 

suppliers. It is also possible that a single risk could have multiple contingency plans 
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encompassing several simultaneous activities when triggered. Companies may further consider 

risk transfer via insurance, such as contingent business interruption (CBI) insurance. This policy 

protects firms from physical risks manifesting at critical supplier sites. 

Most interviewees highlighted the importance of supplier relationship management 

(SRM) for both proactive and reactive risk mitigation, consistent with the notions presented in 

Cheng and Chen (2016). Risk measurement and assessment spans across the entire relationship 

lifecycle. It starts with taking appropriate measurements when selecting new suppliers, continues 

with scrutinizing suppliers during the onboarding process, providing regular assessments and 

ongoing performance improvement initiatives, and ends with supplier relationship termination 

(Table 8). This last step is often overlooked, yet critical, since readiness to manage the end of a 

relationship could cause significant operational and financial risks. 

[Insert Table 8 here] 

4.3.2 Learning from the Past  

We investigated how companies learn from past measurement approaches, both when risks had 

successfully been measured and thus mitigated, and when they were not. This process is 

important since it helps identify and evaluate new risks and adjust to known ones, leading to 

more robust risk management approaches. A critical element here is again measurement, to 

assess how effective an approach was and whether the chosen metrics can be improved. 

Some companies have a structured process through which certain risks are regularly 

communicated internally. However, informing everybody of all potential risk events is 

inefficient and counterproductive, as this could distort people’s perceptions of scale and priority 

of different risks. Protocols thus need to be put in place that help determine who needs to be 

informed given the risk events. Lessons learned from mistakes and near-misses are valuable in 
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developing best practices. It is also important to have a “post-mortem” examination of the 

response after an event (Choi et al., 2020), highlighting lessons learned and sharing them with 

the company. 

4.3.3 Scaling the Approach  

In most companies we worked with, procurement is centralized or center-led, which is beneficial 

for developing uniform supplier management processes, particularly as it relates to measuring 

and managing risks. In such cases, the risk register can be managed centrally, and alignment can 

be ensured, generating a common understanding of how to prioritize actions and budget 

allocations. Advanced companies also have playbooks that define mitigation actions based on 

pre-set criteria. What is particularly beneficial in scaling the approach, especially for globally-

dispersed and complex organizations, is automation enabled by machine learning and artificial 

intelligence, allowing decision-makers to spend their time more effectively.  

4.4 Creating a Culture of Continuous Measuring 

4.4.1 Communication and Learning are Essential 

The foundation of success is the effective communication of risks, both internally across 

functions and externally with suppliers and even customers. Risk-related information addresses 

the type, severity, and urgency of the risk. A crucial stakeholder in the risk management process 

is a company’s board of directors (Fraser and Simkins, 2016), and communication with them 

needs to be carefully managed. Particularly, during a risk event, it is important to keep them 

informed, but at the same time, overloading them with details should be avoided. What we found 

to be successful in these communications is to illustrate the risk impact in terms of monetary 

losses or impact on customers. 
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Open communication is crucial when a risk event happens, as companies need to respond 

quickly. For this purpose, many of our study participants have a clear communication protocol or 

playbook. Specifically, of more than 100 companies we studied that had adopted risk 

management technology, 75% had automated supplier communication during events. Their 

monitoring system alerts team members about disruptions and automatically reaches out to their 

suppliers, asking if they are or will likely to be impacted. About 30% had set expectations that 

suppliers needed to respond within 48 hours in case of no impact, and within 72 hours if there 

was an impact, together with the type and duration of impact. These companies had adopted 

mobile collaboration and messaging tools to enable PSM professionals to connect directly with 

their suppliers. Some companies follow a more ad-hoc and less formalized approach, deciding 

how and with whom to communicate depending on the severity of the event.  

In addition to internal technology that helps identify unusual patterns and potential risks 

before they occur, natural language processing technologies carry great promise in identifying 

news relevant to value chain operations, as news items may be leading indicators of problems in 

the days ahead. News can come from established media agencies but also from social media such 

as Facebook or Twitter—there are technologies to verify the accuracy of various news postings. 

While some companies had been slow in adopting these new technologies, COVID-19 has 

accelerated the adoption curve as many companies found themselves reacting too slowly. 

4.4.2 Fostering a Risk-Conscious Culture through Risk Measurement  

Measuring and managing risks and learning from shared experiences will affect how companies 

behave and instill a risk-conscious culture. The result of this process is not a culture that is averse 

to risk but a culture that embraces risks as something that needs to be measured and managed. 

Such a new perspective is facilitated through an understanding of the risks to which the company 
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is exposed and maintaining confidence in the way the company can manage those risks. In 

companies that have instilled this culture, early product design milestones have a risk review 

meeting, in which the team analyzes risks associated with suppliers, parts, and site selections. 

The objective is to identify all possible risks that may manifest and encapsulate them in contracts 

and strategies to the extent possible.  

The way in which companies measure risk has a strong influence on the development of 

such culture, particularly when those measures are linked to rewards. For example, suppose 

leadership rewards individuals playing the “hero” and “saving the day” during major disruptions 

by highlighting their accomplishments. In that case, employees will not see the value in a risk-

conscious proactive mitigation approach. When interviewing PSM professionals, training was 

mentioned as a critical element in fostering a risk-conscious culture that values proactive 

mitigation, not only in terms of risk tools and techniques but also in terms of success stories and 

celebrations that follow. The use of measures to drive culture not only influences internal 

operations but can permeate to suppliers. Best-in-class companies reward suppliers’ transparency 

by elevating them to “preferred” status or recognizing their resilience measures via supplier 

awards. This sends a strong message and expands the culture of resilience into the broader value 

chain. 

Inherent to all of these attempts aimed at instilling a risk measurement and management 

culture is that these initiatives should not be isolated but be part of an overall corporate approach 

and mindset. Individuals need to be convinced about risk measurement and management, engrain 

these practices in everything that they do, and view it as an integral part of doing business. This 

is certainly not achieved overnight and requires dedication, perseverance, and leadership. While 

the journey toward this state may be long and windy, establishing a culture of risk measurement 
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and management is essential for companies to be equipped for the next risk event. It is not a 

question if risks will manifest, but when, so it pays to be prepared. 

5. Concluding Thoughts  

The measurement of relevant risks has become vitally important for purchasing and supply 

management professionals. The COVID-19 pandemic has taught us that we need to rethink how 

value chains are managed, but at the same time, guidance for risk measurement is wanting. We 

try to provide some insights into this domain by making the case for establishing a culture of 

measuring. We believe that such culture is a central element to enhancing and augmenting 

existing approaches—so much hinges on the proper understanding of risk dynamics. There are 

no perfect metrics, data is elusive, and there are no ironclad action plans that can be adopted. No 

matter how well prepared, the chances are that once risks manifest, they will be in a different 

form or flavor. This unstructured, uncertain, and fluid context of unknown unknowns motivated 

us to interview PSM professionals and learn about leading-edge practices culminating in 

advocating a culture of measuring.  

 We offer perspectives on how to rethink risk measurement, how to continuously measure 

risk, how to translate measurement into action, and how to establish a culture of measuring. Our 

goal is to help purchasing and supply management professionals to push risk measurement to the 

next level. The approach does not contradict established risk management methods but is rather 

meant to complement existing approaches. We believe that by overlaying established methods 

with this culture of measuring, their impact can be magnified, since it enables a more holistic 

view of risk. 

 While the derived best practices are particularly relevant in the post-pandemic world, our 

approach goes well beyond measuring risk for a black swan event like the pandemic. Global 
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value chains remain in a state of disruption, and disturbances come from many different sources. 

As such, the observations and implications shared in this paper will help PSM professionals 

measure and take action to protect their value chain from unforeseen risks, whether it is a black 

swan event like a pandemic, an annual occurrence like a hurricane, or an isolated incident like a 

plant fire.  

Moving forward, the risk taxonomy derived through our research should be expanded 

and/or modified based on changing environments and contexts. For the same reason, mechanics 

for identifying and allocating relevant risks and ways to compute risk exposure should also be 

revisited, and approaches for more holistically thinking about risks should be developed. We 

believe that the proposed culture of measuring encourages this. An intriguing research 

opportunity is in the identification of ways in which the art and science of risk measurement can 

be best combined. Great potential is also provided through the leveraging of information 

technology—we believe we have just scratched the surface in this vein. We, however, issue 

caution that risk measurement should not just be conducted for the sake of measuring. Action 

based on the insight created needs to follow. How to make this happen (i.e., when and how to 

take action based on measurement) is an area that is in need of future work. In addition, how best 

to initiate change management, needed to move towards a culture of risk measurement, seems to 

be an exciting area worthy of investigation. Finally, how all of these dynamics can be positioned 

theoretically is an intriguing future research opportunity. Addressing this dearth in the 

application of theoretical perspectives to risk management would address the call by Fan and 

Stevenson (2018).  

Overall, we have tried to provide a broad framework that can be adapted, encouraging 

PSM professionals to rethink their approach to risk measurement and instill a culture of risk 
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measurement. This process will help create more robust and resilient value chains in a post-

pandemic world.  
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Appendix 1. Interview Protocol 

 
1. What risks should be measured by CPOs, given that they can come from all levels, from supplier 

quality at a single supplier to a large political shift on the global stage?  

2. How can risk measurement help in identifying a set of relevant risks for different sets of buys, 

including both materials and services?  

3. How can these risks be measured, and how can suppliers be effectively evaluated based on their 

ensuing risk profile?  

4. How should different types of suppliers be assessed based on their risk? 

5. With the emergence of increased computing power, access to global data, and real-time data 

analytics, how could a CPO start to measure various sources of risk that could impact procurement?  

5.1. What are some of these data sources and tools?  

6. How can some of the leading risk information (technology) services be used best for risk 

measurement?  

6.1. How effective are they for measuring and evaluating risks?  

7. How can the insight gathered best be utilized to mitigate and/or manage these risks to ensure 

supply continuity?  

7.1. How effective are these approaches?  

8. What is done to learn from the past measurement approaches, both when risks had successfully 

been measured and when companies were not able to effectively measure and respond to risks?  

9. How can CPOs best communicate risk metrics and their concern for risk management to their board 

of directors and other stakeholders?  
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TABLES AND FIGURES 

 

Table 1. Risk Classifications in the Literature 

 

Reference Supply Chain Risks  
Miller (1992) (1) General environmental uncertainties: Political uncertainties; Government 

policy uncertainties; Macroeconomic uncertainties; Social uncertainties 
Natural uncertainties (disasters) 
(2) Industry uncertainties; Input market uncertainties 
Product market uncertainties; Competitive uncertainties 
(3) Firm-specific variables: Operating uncertainties (labor uncertainties, input 
supply uncertainties; production uncertainties; liability uncertainties; R&D 
uncertainty; credit uncertainty; behavioral uncertainty 

Ritchie and Brindley (1993) (1) Environment characteristics; (2) Industry characteristics; (3) Supply chain 
configuration; (4) Supply chain members; (5) Organization’s strategy; (6) Problem 
specific variables; (7) Decision making unit 

Jüttner et al. (2003) (1) Environmental risk sources; (2) Network risk sources; (3) Organizational risk 
sources 

Harland et al. 2003 (1) Strategic risk; (2) Operational risk; (3) Supply risk; (4) Customer risk; (5) Asset 
impairment risk; (6) Competitive risk; (7) Reputational risk; (8) Financial risk; (9) 
Fiscal risk; (10) Regulatory risk; (11) Legal risk 

Christopher and Peck 
(2004) 

(1) Supply risk; (2) Process risk; (3) Demand risk; (4) Control risk; (5) Environmental 
risk 

Zsidisin et al. (2004) (1) Design; (2) Quality; (3) Cost; (4) Availability; (5) Manufacturability; (6) Supplier; 
(7) Legal; (8) Environmental; (9) Health & Safety 

Chopra and Sodhi (2004) (1) Disruptions; (2) Delays; (3) Systems; (4) Forecast; (5) Intellectual property; (6) 
Procurement; (7) Receivables; (8) Inventory; (9) Capacity 

Finch (2004) (1) Application level: Natural disasters; Accidents; Deliberate acts; 
Data/information security risk; Management issues 
(2) Organizational level: Legal; Strategic decision making; Inter-organizational 
level; Weak or ineffective control 

Jüttner (2005) (1) environmental risk sources; (2) demand and supply risk sources; (3) process 
risk sources; (4) control risk sources  

Wagner and Bode (2006) (1) demand-side risks; (2) supply-side risks; (3) catastrophic risks 

Manuj and Mentzer 
(2008a) 

(1) Supply risks; (2) Demand risks; (3) Operational risks; (4) Other 

Manuj and Mentzer 
(2008b) 

 (1) Supply risks; (2) Demand risks; (3) Operational risks; (4) Security risks; (5) 
Macro risks; (6) Policy risks; (7) Competitive risks; (8) Resource Risks 

Rao and Goldsby (2009) (1) Environmental factors: Political uncertainty; Policy uncertainty; 
Macroeconomic uncertainty; Social uncertainty; Natural uncertainty 
(2) Industry factors: Input market uncertainty; Product market uncertainty;  
Competitive uncertainty;  
(3) Organizational factors: Operating uncertainty; Credit uncertainty; Liability 
uncertainty; Agency uncertainty 
(4) Problem-specific factors: Risk interrelationship, Objectives and constraints; 
Task complexity 
(5) Decision-maker factors: Knowledge/skill/biases; Information seeking; Rules 
and procedures; Bounded rationality 

Tummala and Schoenherr 
(2011) 

(1) Demand; (2) Delay; (3) Disruption; (4) Inventory; (5) Manufacturing; (6) 
Capacity; (7) Supply; (8) System; (9) Sovereign; (10) Transportation 
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Reference Supply Chain Risks  
Christopher et al. (2011) (1) Supply risk; (2) Environmental and sustainability; (3) Process and control; (4) 

Demand 

Ghadge et al. (2012) (1) Organizational risks; (2) Network risks; (3) Environmental risks 

Hoffmann et al. (2013) (1) Environmental risks; (2) Financial risks; (3) Operational risks; (4) Strategic risks; 
(5) Behavioral uncertainty 

Ho et al. (2015) (1) Micro factors: Demand; Manufacturing; Supply; Information; Transportation; 
Financial;  
(2) Macro Factors: Natural disaster; Political environment; Fire accidents; 
Sovereign risk; Terrorism; Political instability; Economic downturns; Regional 
instability 

Rangel et al. (2015) (1) Production flow problems; (2) Relationship problems; (3) Competitiveness 
problems; (4) Global problems; (5) Core competencies problems; (6) Problems due 
to lack of control over the external environment; (7) Regulatory, legal and political 
problems; (8) Financial market problems; (9) Financial capacity problems; (10) 
Demand forecast problems; (11) SC inbound problems; (12) Transport system 
problems; (13) Information system problems; (14) Cultural problems; (15)  
Strategic problems; (16) Production capacity problems; (17) Infrastructure 
problems; (18) Customer services problems; (19) Organizational problems  

van Hoek (2021) (1) Supply; (2) Demand; (3) Process; (4) Control; (5) Manufacturing; (5) 
Transportation; (6) Financial; (7) Environmental risks 

 

 

  

Jo
urn

al 
Pre-

pro
of



46 
 

Table 2. Approaches and Tools for Risk Management 

 

Reference Risk management approaches and tools 
Miller (1992) (1) Financial Risk Management: Forward or futures contracts; Insurance  

(2) Strategic Management: Avoidance, Control, Cooperation, Imitation, Flexibility 
(diversification and operational flexibility) 

Ritchie and Brindley 
(1993) 

(1) Risk insurance; (2) Information sharing; (3) Relationship development 

Jüttner et al. (2003) (1) Avoidance; (2) Control; (3) Co-operation; (4) Flexibility 

Christopher and Peck 
(2004) 

(1) Supply chain (re-)engineering; (2) Supply chain collaboration; (3) Agility; (4) 
Supply chain risk management culture 

Zsidisin et al. (2004) (1) Formal risk processes; (2) Quality; (3) Supplier improvement; (3) Supply 
interruption 

Chopra and Sodhi (2004) (1) Add capacity; (2) Add inventory; (3) Have redundant suppliers; (4) Increase 
responsiveness; (5) Increase flexibility; (6) Aggregate or pool demand; (7) Increase 
capability; (8) Have more customer accounts 

Jüttner (2005) (1) Supply chain specific risk tools: Importance to customer; Critical path analysis; 
Supply chain mapping; Importance to supplier;  
(2) Traditional risk assessment tools: Brain storming; Process mapping; Risk 
likelihood / impact; Scenario planning; Six sigma 

Sheffi and Rice (2005) (1) Vulnerability maps; (2) Redundancy; (3) Flexibility; (4) Culture 

Tang (2006) (1) Supply management; (2) Demand management; (3) Product management; (4) 
Information management 

Manuj and Mentzer 
(2008a) 

(1) Postponement; (2) Speculation; (3) Hedging; (4) Control/share/transfer; (5) 
Security; (6) Avoidance 

Manuj and Mentzer 
(2008b) 

(1) Postponement; (2) Speculation; (3) Hedging; (4) Control/share/transfer; (5) 
Security; (6) Avoidance 

Thun and Hoening 
(2011) 

(1) Preventive: Suppliers with high quality; Suppliers with high on-time delivery; 
Prevention of geopolitical risks; Supplier development 
(2) Reactive: Multiple sourcing, Back-up IT systems, Dual sourcing, Safety stocks 

Christopher et al. (2011) (1) Network (re-)engineering; (2) Collaboration; (3) Agility; (4) Creating a risk 
management culture 

Ghadge et al. (2012) (1) Proactive; (2) Reactive; (3) Holistic 

Hoffmann et al. (2013) (1) Risk monitoring; (2) Risk mitigation 

Ho et al. (2015) (1) Risk monitoring; (2) Risk mitigation 

Chang et al. (2015) (1) Redundancy-dominant strategy; (2) Flexibility-dominant strategy; (3) Combine 
redundancy and flexibility; (4) No action 

Fan and Stevenson 
(2018) 

(1) Risk Avoidance; (2) Risk Mitigation; (3) Risk Acceptance; (4) Risk transfer/sharing 

van Hoek (2021) (1) Reduce reliance on single/few factories; (2) Ensure multiple, flexible and 
alternative sources; (3) Include near and local sourcing in the supply chain; (4) 
Inventory buffering; (5) Active information sharing throughout the supply chain; (6) 
Use information technology to improve visibility into demand and transparency of 
inventory; (7) Use event management systems and leading indicators; (8) Focus on 
ensuring supply and collaboration with strategic suppliers; (9) Negotiate savings 
with selected suppliers only 
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Reference Risk management approaches and tools 
Choudhary et al.  (2022) (1) Fuzzy Sets; (2) Analytic hierarchy process (AHP + ANP); (3) Failure Mode and 

Effect Analysis (FMEA); (4) Bayesian Networks; (5) Conditional Value at Risk; (6) Grey 
theory; (7) Interpretive structural modelling (ISM); (8) Delphi; (9) TOPSIS; (10) Data 
Envelopment Analysis (DEA); (11) DEMATEL; (12) Matrix; (13) MICMAC; (14) Critical 
analysis; (15) Fault Tree Analysis; (16) Mean–Variance 
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Table 3. Risk Parameters (adapted from Choudhary et al., 2022) 

 
Parameter Brief Description  Illustrative References  

Impact  The severity or intensity of a risk’s 
impact on company performance  

Constantino and Pellegrino (2010); Di 
Mauro et al., (2020); Glas et al. (2021) 

Probability  The likelihood with which a risk will 
occur 

Kara et al. (2020); Meyer et al. (2022); 
Tummala and Schoenherr (2011) 

Detectability   The likelihood with which risks can be 
uncovered before they manifest 

Kara et al., 2020; Meyer et al. (2022); 
Padhi and Mohapatra (2011) 

Exposure The potential negative impact on a 
firm’s performance measures  

Foerstl et al. (2010); Montgomery et al. 
(2018); Roehrich et al. (2014); Simchi-Levi 
et al. (2014) 

Avoidance The ease and/or practicability with 
which risks can be avoided  

Caniëls et al. (2018); Ma et al. (2021); 
Malacina et al. (2022) 

Duration  
 

The length of time a risk persists, 
potentially also including the recovery 
time 

Simchi-Levi et al. (2014); Tucker and 
Daskin (2022); Wieland and Durach 
(2021) 

Cost The cost to predict, prevent, and/or 
recover from risks 

Meyer et al. (2022); Micheli et al. (2009); 
Simchi-Levi et al. (2014); 

Expected utility  The benefits associated with taking 
greater levels of risks  

Kaufmann et al. (2012); Qazi et al. (2018); 
Schniederjans and Khalajhedayati (2021) 
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Table 4. Methodologies for Risk Measurement (adapted from Choudhary et al., 2022) 

 

Methodology Brief Description  Illustrative References  

Fuzzy logic Assessment of risks through the 
modeling of humans’ logical 
reasoning, accounting for uncertainty 
by “degrees of truths”. 

Aqlan and Lam (2015); Lee (2017); 
Pournader et al. (2018) 

Analytic 
Hierarchy 
Process (AHP) 

Assessment of the relative importance 
of each risk, together with an 
assessment of how likely the risk 
would manifest with each scenario 
(e.g., supplier). 

Bruno et al. (2012); Schoenherr et al. 
(2008); Viswanadham and Samvedi 
(2013) 

FMEA (Failure 
Mode and Effects 
Analysis)  

Assessment of failures modes based 
on impact severity, likelihood of 
occurrence, and detectability.  

Giannakis and Louis (2011); Liu et al. 
(2013), Tummala et al. (2014); Tummala 
and Schoenherr (2011) 

Bayesian 
statistics   

Assessment of risk parameters that 
have a random probability distribution 
based on beliefs, with the distribution 
being updated based on experience.  

Lawrence et al. (2020); Van Poucke et al. 
(2016); Zheng and Zhang (2020) 

Grey theory  An approach that overcomes the 
vagueness of individual assessments, 
especially when they need to be made 
with numerical values   

Chand and Tarei (2021); Rajeh and Ravi 
(2015); Rao et al. (2017) 

Interpretive 
Structural 
Modeling (ISM) 

An approach that allows the 
assessment of risks by taking into 
account their interdependencies 

López and Ruiz-Benítez (2020); Pfohl et 
al. (2011); Venkatesh et al. (2015) 
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Table 5. Study Participants 

 

Company Industry Participants 

1 Energy Director Strategic Planning 

2 Technology Manufacturing & Supply Risk Manager 
Risk Manager 
Risk Manager 

3 Manufacturing Manager, Enterprise Risk Management  

4 Banking CPO & Financial Operations Officer 
Head of Strategic Sourcing & Category Management  

5 Energy & Automation Senior SCM Consultant 

6 Technology  Vice President Worldwide Procurement & Logistics 
Manager Supply Chain Responsibility  

7 Manufacturing Vice President Global Supply Chain Management  

8 Oil Refining Director Procurement  
Senior Manager, Procurement Operations  

9 Shipping & Logistics Manager SCM Strategies 

10 Banking (public) Head of Governance & Vendor Management  

11 Oil & Gas  Regional Director, PSCM  

12 Global Non-profit Organization  Chief Procurement Officer 

13 Furniture General Manager, Corporate Procurement  
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Table 6. A Taxonomy of Risks 

 
Risk 
Category 

Risk Type Definition, Illustrations, and Measurement Examples 
Su

p
p

lie
r 

P
e

rf
o

rm
an

ce
 R

is
ks

  

Supplier financial 
risk  

Risk associated with the financial health of the supplier, which could result in 
bankruptcy, causing supply interruptions and other potential losses. 
 

“They said all the right things; they had all the right equipment; but nobody ever 
understood what their financial position was.”  

Supplier quality 
risk  

Risk associated with the quality of products and/or services provided by a supplier. 
 

“…we’re making sure that before [the product] gets on the boat, before it gets on its six-
week journey, that we’re pretty certain that the product is of good quality.”  

Contract risk  Risk of the supplier not fulfilling its responsibilities and obligations as stipulated in the 
contract. 
 

“…we always have to be monitoring and making sure …  that the suppliers are living up 
to … the scope of work that we have with them, as well as the other obligations under 
the contracts.”  

Supplier capacity 
risk  

Risk of the supplier not having sufficient capacity to satisfy demand. 
 

“We’re trying to get more protection when supplier capacity may be running out, … you 
have to rely heavily on the supplier to provide you that information.”  

Supplier delivery 
risk 

Risk of the supplier failing to deliver the product and/or service on time. 
 

“For instance, delivery performance measures of DPPM (delivered parts per million) and 
delinquent orders are universal metrics.”  

C
o

rp
o

ra
te

 S
o

ci
al

 R
e

sp
o

n
si

b
ili

ty
 (

C
SR

) 
 

an
d

 C
o

m
p
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n

ce
 R

is
ks

  

Social 
responsibility risk  

Risk associated with ethical violations by suppliers, including human rights issues, anti-
slavery, corruption, conflict minerals, land grabbing, and conflict of interest. 
 

“You’ve got social risks, human rights, modern slavery … local content is a big challenge 
for us especially when you operate in countries where we’re trying to develop local 
supply chains.”  

Health and safety 
risks  

Risk associated with contractor infringements to health and safety regulations in the 
workplace. 
 

“When it comes to suppliers, we do have processes for managing near misses … when it 
comes to safety, which of course, as a utility that does a lot of construction … that’s 
priority number one. It’s got to be fundamental table stakes for everything that we do.”  

Reputation/brand 
risk  

Risk associated with negative effects on the brand or reputation of the buying firm 
caused by supplier practices. 
 

“It’s a little bit harder for people to see the impact of reputational risk if they’ve never 
seen it before. So I’m constantly trying to make the case … [for] beefing up our efforts 
around social responsibility and environmental responsibility … so [a supplier reputation 
issue does not] … disrupt our supply … [or] directly impact our product.” 

Environmental risk  Risk associated with supplier’s actions that cause environmental degradation and/or 
natural resource depletion. 
 

“Waste, air, water … certainly something we have to manage and support.” 

Su
p

p
ly

 M
ar

ke
t 

R
is

k 
 

Category risk  Risk associated with a specific supply category, which for instance could include 
multiple suppliers at different tiers in the supply chain. 
 

“We have a category risk management approach. So, if we do a construction project we 
have developed specific due diligence measures and risk management templates and 
checklists for construction.” 

Raw material risk  Risk associated with specific raw materials, which can include global shortages, changes 
in power dynamics, and competition from other industries. 
 

“There are also specialized types of risk identification and assessments … that focus 
heavily on materials, especially critical materials that are specialized.”  

Logistic risk  Risk associated with the transportation and storage of products across the supply chain. 
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Risk 
Category 

Risk Type Definition, Illustrations, and Measurement Examples 

“… shipping risks we have in the United States come with our own ports and unions and 
longshoremen and stuff …”  

Te
ch

n
o

lo
gy

 R
is

ks
  

Cybersecurity risk  Risk associated with the theft and damage to the buying company’s or to suppliers’ 
hardware, software, or information, including possible disruption to their operations. 
 

“Emerging risks relative to data loss prevention is very important for us … there are only 
two types of companies in the world: those that have had a data breach and those that 
have not discovered yet that they’ve had a data breach.”  

IP risk  
 

Risk involving a potential loss of intellectual property (IP). 
 

“… there are very robust, restricted-use NDAs in place … it protects both companies, but 
it also enables us to protect our manufacturing process and the output quality.”  

G
e

o
p

o
lit

ic
al

 R
is

ks
  

Country risk Risk associated with doing trade with suppliers in a particular country. 
 

“For country risk we evaluate country rating … through Coface.”  

Labor-related risks  Risk associated with labor disputes that could disrupt the production and delivery of 
products and services. 
 

“Even in the United States I think it’s the Los Angeles port which is notorious for strikes.”  

Legal risk Risk that exposes the buying firm to potential legal actions or disputes in international 
trade. 
 

“… we measure the company’s legal exposure related to the relationship with the 
supplier.”  

Domestic risk Risk associated with changes in policy in the domestic market of a buying company that 
can affect its ability or costs of sourcing, such as changes in tariffs, trade restrictions, 
and trade sanctions. 
 

“… fortunately, the government decided to exempt Canada and Mexico from the steel 
and aluminum tariffs but we’re still buying a lot of very expensive electrical steel out of 
China, and we are right now spending a lot of time trying to figure out, what can we 
do.”  

M
ac

ro
-e

co
n

o
m

ic
 R

is
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 Currency risk Risk associated with currency volatility that might negatively affect the company’s 
profitability. Also termed foreign exchange risk or FX risk. 
 

“We get an alert on D&B; we use index data for currency risk volatility; we use indexes 
in that calculation.”  

Inflation/volatility 
risk 
 

Risk associated with inflationary pressure or swift changes in the price of raw materials 
and labor in source countries. 
 

“Back in 2015 we had a significant run-up on a key raw material, in this case steel, and 
we had to use hedge pricing along with a multiple sourcing strategy to mitigate its 
impact.”  

N
at

u
ra

l 
D

is
as

te
r 

R
is

ks
  

 Risk associated with disruptions affecting the operation of suppliers or the flow of 
products, due to major natural catastrophes such as earthquakes, tsunamis, tornados, 
hurricanes, fires, and floods. 
 

“… we’re starting with our sourcing mostly looking at [geography] to enhance our ability 
to look at risk.”  
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Table 7. Illustrative Risk Metrics and Data Sources 

 
Risk 
Category 

Risk Type Illustrative Metrics Data Sources 

Su
p

p
lie

r 
P

e
rf

o
rm

an
ce

 R
is

ks
  Supplier financial risk  

 
Liquidity 
Solvency 
Profitability 

For publicly traded companies: third party (e.g., 
D&B and Rapid ratings) 
For private companies: Supplier data 

Supplier quality risk 
 

Defects in Parts Per Million (PPM) 
 

Own company; suppliers 

Contract risk 
 

Contract defaults Own company; third party 

Supplier capacity risk 
 

Capacity utilization (%) Supplier 

Supplier delivery risk 
 

On time in full (OTIF) 
Delivery parts per million (DPPM) 

Own company 

C
SR

 a
n

d
 C

o
m

p
lia

n
ce

 

R
is

ks
 

Social responsibility risk 
 

Multiple measures depending on issue Third party 
Audits 

Health and safety risks 
 

Accidents and deaths 
Near misses 

Own company; third party; competitors 

Reputation/brand risk 
 

Brand equity Own company (difficult to measure) 

Environmental risk 
 

Waste to landfill 
CO2E emissions 

Supplier; third party 

Su
p

p
ly

 

M
ar

ke
t 

R
is

ks
 Category risk 

 
Supply base capacity  
 

Own company; suppliers 

Raw material risk 
 

Availability of supply 
Cost of raw materials 

Own company; third party 

Logistic risk 
 

On-time in full (OTIF) 
Delivered Parts per Million (DPPM) 

Own company; third party; logistics providers 

Te
ch

n
o

lo
gy

 

R
is

ks
  

Cybersecurity risk 
 

Security breaches 
Customers affected 

Own company; third party 

Intellectual property risk 
 

IP related legal proceedings 
Cost of IP protection 

Own company; third party 

G
e

o
p

o
lit

ic
al

 R
is

ks
 Country risk 

 
Risk index (composite measure) Third party; publicly available data 

Labor-related risks 
 

Composite measure (often included in 
country risk) 

Third party; publicly available data 

Legal risk 
 

Composite measure (often included in 
country risk) 

Third party 

Domestic risk 
 

Composite measure (often included in 
country risk) 

Third party; publicly available data 

M
ac

ro
-

e
co

n
o

m
ic

 
R

is
ks

  

Currency risk 
 

Value-at-risk (VaR) 
 

Third party; publicly available data 

Inflation/ volatility risk 
 

Purchasing Managers’ Index (PMI) 
Commodity price index 

Third party; publicly available data 

N
at

u
ra

l 

D
is

as
te

r 
R

is
ks

 

Occurrence of natural 
disaster 
 
 

Frequency and severity (measures depend 
on type of disaster) 
Insurance losses 

Third party; publicly available data 
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Table 8. Managing Risk Through Supplier Relationship Management 

Supplier Selection Supplier 
Onboarding 

Supplier 
Assessment 

Supplier 
Performance 
Improvement 

Supplier 
Relationship 
Termination 

• Supply market 
intelligence 

• Due diligence 

• Third-party 
metrics 

• Supplier 
requirements 
manuals 

• Statements of 
work 

• Quality 
planning 
(APQP, PPAP) 

• Six Sigma 

• Contracting 

• Data collection/ 
measurement 

• Third-party 
metrics  

• Scorecards 

• Collaboration 

• Information 
sharing 

• Joint problem 
solving 

• Joint planning 

• Quality/Six 
Sigma 

• Lean 

• Scorecards 

• Contracting 

• Supplier 
redundancy 
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Figure 1. Creating Resilient Value Chains in a Post-Pandemic World  

 

 

 

• Being vigilant at all levels 
• Identifying and allocating relevant risks  
• Capturing a granular spectrum of value chain elements  
• Making the case for risk exposure  

Culture of 
Measuring

Rethinking Risk 
Measurement

Continuous 
Risk 

Management 

How to Take 
Action 

Creating a 
Culture of 

Continuous 
Measuring

• The art and science of measuring risk  
• Measuring to ensure supply continuity  
• Leveraging information technology  
• Automating analytics  

• Translating measurement into action  
• Learning from the past  
• Scaling the approach   

• Communication and learning 
are essential  

• Fostering a risk-conscious 
culture through risk 
measurement  
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We propose a framework for creating a culture of continuous risk measurement  

We offer advice on how to rethink risk measurement  

We provide guidance on how to continuously measure risk 

We suggest approaches on how to translate measurement into action  

And we discuss how to establish a culture of continuous measuring 
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